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Abstract

The Incident Object Description Exchange Fornmat (1 ODEF) defines a
data representation that provides a framework for sharing information
commonl y exchanged by Conmputer Security Incident Response Teans
(CSI RTs) about conputer security incidents. This document describes
the informati on nodel for the | ODEF and provi des an associ ated data
nodel specified with XM. Schena.
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1

I ntroduction

Organi zations require help fromother parties to nmitigate malicious
activity targeting their network and to gain insight into potenti al
threats. This coordination mght entail working with an ISP to
filter attack traffic, contacting a renote site to take down a bot-
network, or sharing watch-lists of known nalicious |P addresses in a
consortium

The I ncident Cbject Description Exchange Format (1 ODEF) is a format
for representing conputer security information commonly exchanged

bet ween Conputer Security Incident Response Teans (CSIRTs). It

provi des an XM. representation for conveying incident information
across adm nistrative domai ns between parties that have an
operational responsibility of remediation or a watch-and-warni ng over
a defined constituency. The data nodel encodes information about
hosts, networks, and the services running on these systens; attack
met hodol ogy and associ ated forensic evidence; inpact of the activity;
and |imted approaches for docunmenting workfl ow.

The overriding purpose of the IODEF is to enhance the operationa
capabilities of CSIRTs. Conmmunity adoption of the | ODEF provides an
i nproved ability to resolve incidents and convey situationa

awar eness by sinplifying collaboration and data sharing. This
structured format provided by the | ODEF all ows for:

0 increased autonmation in processing of incident data, since the
resources of security analysts to parse free-formtextua
docunents will be reduced

0 decreased effort in nornmalizing simlar data (even when highly
structured) fromdifferent sources; and

o a common format on which to build interoperable tools for incident
handl i ng and subsequent anal ysis, specifically when data cones
fromnmultiple constituencies.

Coordi nating with other CSIRTs is not strictly a technical problem
There are numerous procedural, trust, and | egal considerations that
m ght prevent an organi zation fromsharing information. The | ODEF
does not attenpt to address them However, operationa

i mpl enentations of the IODEF will need to consider this broader
cont ext .

Sections 3 and 8 specify the | ODEF data nodel with text and an XM
schema. The types used by the data nodel are covered in Section 2.
Processi ng consi derations, the handling of extensions, and
internationalization issues related to the data nodel are covered in
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Sections 4, 5, and 6, respectively. Exanples are listed in Section
7. Section 1 provides the background for the | ODEF, and Section 9
docunents the security considerations.

1.1. Term nol ogy

The key words "MJST," "MJST NOT," "REQUI RED," "SHALL," "SHALL NOT,"
"SHOULD, " "SHOULD NOT," "RECOMMENDED," "MAY," and "OPTIONAL" in this
docunment are to be interpreted as described in RFC2119 [6].

Definitions for sone of the common conputer security-rel ated
term nol ogy used in this docunent can be found in Section 2 of [16].

1.2. Notations

The normative | ODEF data nodel is specified with the text in Section
3 and the XML schema in Section 8 To help in the understanding of
the data elenments, Section 3 also depicts the underlying information
nodel using Unified Mddeling Language (UML). This abstract
presentation of the | ODEF is not nornative.

For clarity in this docunent, the term"XM docunment” will be used
when referring generically to any instance of an XM. docunent. The
term"| ODEF docunent” will be used to refer to specific elenments and
attributes of the | ODEF schema. The terns "class" and "element" will
be used interchangeably to reference either the correspondi ng data
element in the information or data nodels, respectively.

1.3. About the | ODEF Dat a Mvde

The | ODEF data nodel is a data representation that provides a
framework for sharing informati on cormonly exchanged by CSI RTs about
conmput er security incidents. A nunber of considerations were made in
the design of the data nodel

0 The data nodel serves as a transport format. Therefore, its
specific representation is not the optinmal representation for on-
di sk storage, long-termarchiving, or in-menory processing.

0 As there is no precise widely agreed upon definition for an
i ncident, the data nodel does not attenpt to dictate one through
its inplenmentation. Rather, a broad understanding is assuned in
the 1 ODEF that is flexible enough to enconpass nobst operators.

0 Describing an incident for all definitions would require an

extremely conpl ex data nodel. Therefore, the | ODEF only intends
to be a franmework to convey commonly exchanged i nci dent
information. |t ensures that there are anple nechanisns for
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extensibility to support organization-specific information, and
techni ques to reference information kept outside of the explicit
dat a nodel .

0 The domain of security analysis is not fully standardi zed and nust
rely on free-formtextual descriptions. The |ODEF attenpts to
stri ke a bal ance between supporting this free-formcontent, while
still allow ng automated processing of incident infornation.

o The IODEF is only one of several security relevant data
representations being standardi zed. Attenpts were made to ensure
they were conplinentary. The data nodel of the Intrusion
Det ecti on Message Exchange Format [17] influenced the design of
t he | ODEF.

Furt her discussion of the desirable properties for the | ODEF can be
found in the Requirements for the Format for Incident |Information
Exchange (FINE) [16].

1.4. About the | ODEF | npl enentation

The |1 ODEF inplenmentation is specified as an Extensi bl e Mrkup
Language (XM.) [1] Schema [2] in Section 8.

I mpl enenting the | ODEF in XML provides nunerous advantages. |Its
extensibility nmakes it ideal for specifying a data encodi ng franework
that supports various character encodings. Likew se, the abundance
of related technologies (e.g., XSL, XPath, XM.-Signature) makes for
simplified mani pul ati on. However, XM is fundanentally a text
representation, which makes it inherently inefficient when binary
data nust be enbedded or |arge vol unes of data nust be exchanged

2. | ODEF Data Types
The various data elements of the | ODEF data nodel are typed. This
section discusses these data types. When possible, native Schema
data types were adopted, but for nore conplicated formats, regular
expressions (see Appendix F of [3]) or external standards were used.
2.1. Integers

An integer is represented by the I NTEGER data type. |Integer data
MJUST be encoded in Base 10.

The | NTEGER data type is inplenmented as an "xs:integer"” [3] in the
schemma.
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2.2. Real Nunbers

Real (floating-point) attributes are represented by the REAL data
type. Real data MJST be encoded in Base 10.

The REAL data type is inplenented as an "xs:float" [3] in the schema
2.3. Characters and Strings

A single character is represented by the CHARACTER data type. A

character string is represented by the STRING data type. Specia

characters nust be encoded using entity references. See Section 4. 1.

The CHARACTER and STRING data types are inplenent as an "xs:string"
[3] in the schens.

2.4. Miltilingual Strings
STRI NG data that represents nulti-character attributes in a | anguage
different than the default encodi ng of the docunent is of the
M._STRI NG data type

The ML_STRING data type is inplenented as an "i odef: M.StringType" in
the schema.

2.5. Bytes
A binary octet is represented by the BYTE data type. A sequence of
binary octets is represented by the BYTE[] data type. These octets
are encoded usi ng base64.

The BYTE data type is inplenented as an "xs: base64Bi nary" [3] in the
schena.

2.6. Hexadeci mal Bytes
A binary octet is represented by the HEXBIN (and HEXBIN ]) data type.
This octet is encoded as a character tuple consisting of two
hexadeci mal digits.

The HEXBIN data type is inplenented as an "xs:hexBinary" [3] in the
schema.
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2.7. Enunerated Types

Enunerated types are represented by the ENUM data type, and consi st
of an ordered list of acceptable values. Each value has a
representative keyword. Wthin the | ODEF schema, the enunerated type
keywords are used as attribute val ues.

The ENUM data type is inplenented as a series of "xs: NMIOKEN' in the
schena.

2.8. Date-Time Strings

Date-time strings are represented by the DATETI ME data type. Each
date-tinme string identifies a particular instant in tine; ranges are
not supported.

Date-time strings are formatted according to a subset of |SO 8601
2000 [13] docunented in RFC 3339 [12].

The DATETIME data type is inplenented as an "xs:dateTinme" [3] in the
schena.

2.9. Tinmezone String

A tinmezone offset fromUTC is represented by the TI MEZONE data type.
It is formatted according to the follow ng regul ar expression
"Z|[\+\-1(0[0-9]]1[0-4]):[0-5][0-9]"

The TI MEZONE data type is inplenmented as an "xs:string”" with a
regul ar expression constraint in the schema. This regular expression
is identical to the tinmezone representation inplenented in an "xs:

dat eTi ne".

2.10. Port Lists

A list of network ports are represented by the PORTLI ST data type. A
PORTLI ST consists of a comua-separated |ist of nunbers and ranges
(N-M neans ports N through M inclusive). It is formatted according
to the follow ng regular expression: "\d+(\-\d+)?2(,\d+(\-\d+)?2)*".

For exanmple, "2,5-15, 30, 32, 40- 50, 55- 60"

The PORTLI ST data type is inplenmented as an "xs:string" with a
regul ar expression constraint in the schena.
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2.11. Postal Address
A postal address is represented by the POSTAL data type. This data
type is an M__STRI NG whose format is docunmented in Section 2.23 of
RFC 4519 [10]. It defines a postal address as a free-formmulti-Iline
string separated by the "$" character
The POSTAL data type is inplenented as an "xs:string" in the schena.
2.12. Person or Organization
The nane of an individual or organization is represented by the NAMVE
data type. This data type is an M._STRI NG whose fornmat is docunented
in Section 2.3 of RFC 4519 [10].
The NAME data type is inplenented as an "xs:string" in the schena.
2.13. Tel ephone and Fax Nunbers
A tel ephone or fax nunber is represented by the PHONE data type. The
format of the PHONE data type is docunented in Section 2.35 of RFC
4519 [ 10].
The PHONE data type is inplenented as an "xs:string" in the schema

2.14. Email String

An email address is represented by the EMAIL data type. The format
of the EMAIL data type is docunented in Section 3.4.1 RFC 2822 [11]

The EMAIL data type is inplenented as an "xs:string" in the schena.
2.15. Uniform Resource Locator strings

A uniformresource locator (URL) is represented by the URL data type.
The format of the URL data type is docunented in RFC 2396 [8].

The URL data type is inplenented as an "xs:anyURl" in the schena.

3. The | CDEF Data Model
In this section, the individual conponents of the | ODEF data nodel
will be discussed in detail. For each class, the semantics will be
described and the relationship with other classes will be depicted

with UML.. When necessary, specific comments will be made about
correspondi ng definition in the schema in Section 8
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3.1. | CDEF-Docunent d ass

The | ODEF- Docunent class is the top level class in the | ODEF data

nmodel . Al | ODEF docunents are an instance of this class.
S +

| | ODEF- Docunent |

R I +

| STRING version |<>--{1..*}--[ Incident ]

| ENUM | ang |

| STRING formatid |

S +

Fi gure 1: | CDEF- Docunent C ass
The aggregate class that constitute | ODEF-Docunent is:

I nci dent
One or nore. The information related to a single incident.

The | ODEF- Docunent class has three attri butes:

Ver si on
Required. STRING The | ODEF specification version nunber to
whi ch this | ODEF docunent conforns. The value of this attribute
MJUST be "1.00"

| ang
Required. ENUM A valid | anguage code per RFC 4646 [7]
constrained by the definition of "xs:language". The

interpretation of this code is described in Section 6.

formatid
Optional. STRING A free-formstring to convey processing
instructions to the recipient of the docunent. |Its senmantics nust

be negoti at ed out - of - band.
3.2. Incident C ass
Every incident is represented by an instance of the Incident class.

This class provides a standardi zed representation for comonly
exchanged i nci dent data.
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Fomemmeiianeanaiiaas +
| Incident |

T +

| ENUM pur pose | <>---------- [ IncidentlD ]
| STRING ext-purpose |<>--{0..1}--[ AlternativelD ]
| ENUM | ang | <>--{0..1}--[ RelatedActivity ]
| ENUMrestriction | <>--{0..1}--[ DetectTine |
| | <>--{0..1}--[ StartTine ]
| | <>--{0..1}--[ EndTinme ]
| | <>---------- [ ReportTine ]
| | <>--{0..*}--[ Description ]
| | <>--{1..*}--[ Assessnent ]
| | <>--{0..*}--[ Method ]
| | <>--{1..*}--[ Contact ]
| | <>--{0..*}--[ EventData ]
| | <>--{0..1}--[ History ]
| | <>--{0..*}--[ Additional Data ]
o e e e e e e e oo o +

Figure 2: The Incident d ass
The aggregate classes that constitute Incident are
I nci dent| D
One. An incident tracking nunber assigned to this incident by the
CSI RT that generated the | ODEF docunent.
Al ternativel D
Zero or one. The incident tracking nunbers used by ot her CSIRTs
to refer to the incident described in the docunent.

Rel at edActivity
Zero or one. The incident tracking nunbers of related incidents.

Det ect Ti ne
Zero or one. The tine the incident was first detected.

Start Ti ne
Zero or one. The tine the incident started.

EndTi ne
Zero or one. The tine the incident ended.

Report Ti ne
One. The tinme the incident was reported.
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Description
Zero or nmore. M_STRING A free-formtextual description of the
i nci dent.

Assessnent
One or nore. A characterization of the inpact of the incident.

Met hod
Zero or nore. The techniques used by the intruder in the
i nci dent .

Cont act
One or nore. Contact information for the parties involved in the
i nci dent .

Event Dat a
Zero or nore. Description of the events conprising the incident.

Hi story
Zero or one. A log of significant events or actions that occurred
during the course of handling the incident.

Addi ti onal Dat a
Zero or nore. Mechani sm by which to extend the data nodel .

The I ncident class has four attri butes:

pur pose
Required. ENUM The purpose attribute represents the reason why
the | ODEF docunent was created. It is closely related to the

Expectation class (Section 3.13). This attribute is defined as an
enunerated |ist:

1. traceback. The docunment was sent for trace-back purposes.

2. nmitigation. The docunent was sent to request aid in
mtigating the described activity.

3. reporting. The docunment was sent to conply with reporting
requirenents

4. other. The docunent was sent for purposes specified in the
Expectation cl ass.

5. ext-value. An escape value used to extend this attribute.
See Section 5.1.
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ext - pur pose
Optional. STRING A neans by which to extend the purpose
attribute. See Section 5.1.

| ang
Optional. ENUM A valid | anguage code per RFC 4646 [7]
constrained by the definition of "xs:language". The

interpretation of this code is described in Section 6.

restriction
Optional. ENUM This attribute indicates the disclosure
gui delines to which the sender expects the recipient to adhere for
the information represented in this class and its children. This
gui del i ne provides no security since there are no specified
techni cal nmeans to ensure that the recipient of the docunent
handl es the informati on as the sender requested.

The value of this attribute is logically inherited by the children
of this class. That is to say, the disclosure rules applied to
this class, also apply to its children

It is possible to set a granular disclosure policy, since all of
the high-level classes (i.e., children of the Incident class) have
arestriction attribute. Therefore, a child can override the

gui delines of a parent class, be it to restrict or relax the

di sclosure rules (e.g., a child has a weaker policy than an
ancestor; or an ancestor has a weak policy, and the children
selectively apply nore rigid controls). The inplicit value of the
restriction attribute for a class that did not specify one can be
found in the closest ancestor that did specify a val ue.

This attribute is defined as an enunerated value with a default

val ue of "private". Note that the default value of the
restriction attribute is only defined in the context of the
Incident class. In other classes where this attribute is used, no

default is specified.

1. public. There are no restrictions placed in the information.

2. need-to-know. The information nmay be shared with other
parties that are involved in the incident as determ ned by the
reci pient of this docunent (e.g., nmultiple victimsites can be
i nfornmed of each other).

3. private. The information nay not be shared.
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4., default. The information can be shared according to an
i nformati on disclosure policy pre-arranged by the
conmuni cating parti es.

3. 3. I ncident| D C ass

The IncidentID class represents an incident tracking nunber that is
unique in the context of the CSIRT and identifies the activity
characterized in an | CDEF Docunent. This identifier would serve as
an index into the CSIRT incident handling system The combination of
the nane attribute and the string in the el enment content MJST be a
globally unique identifier describing the activity. Docunents
generated by a given CSIRT MJUST NOT reuse the sane val ue unl ess they
are referencing the sane incident.

B S +

| I'ncidentID |

S +
STRI NG

STRI NG i nst ance

| |
| |
| STRI NG name |
| |
| ENUMrestriction

Figure 3: The IncidentlD O ass

The Incident|I D cl ass has three attri butes:

nane
Required. STRING An identifier describing the CSIRT that
created the docunment. In order to have a globally unique CSIRT

nane, the fully qualified domain name associated with the CSIRT
MJST be used.

i nstance
Optional. STRING An identifier referencing a subset of the
naned i nci dent.

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.4. AternativelD d ass
The Alternativel D class lists the incident tracking nunbers used by
CSI RTs, other than the one generating the docunent, to refer to the

identical activity described the | ODEF docunent. A tracking nunber
listed as an Alternativel D references the sane incident detected by
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anot her CSIRT. The incident tracking nunbers of the CSIRT that
generated the | ODEF docunment shoul d never be considered an
Al ternativel D

| ENUMrestriction |<>--{1..*}--[ IncidentlD ]

Figure 4: The Alternativel D d ass
The aggregate class that constitutes AlternativelDis:

IncidentlD
One or nore. The incident tracking nunber of another CSIRT

The Alternativel D class has one attri bute:

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.5. RelatedActivity d ass

The Rel atedActivity class lists either incident tracking nunbers of
i ncidents or URLs (not both) that refer to activity related to the
one described in the | ODEF docunment. These references may be to

| ocal incident tracking nunbers or to those of other CSIRTs.

The specifics of how a CSIRT cones to believe that two incidents are
rel ated are considered out of scope.

e +

| RelatedActivity

Fom e e e oo oo +

| ENUMrestriction |<>--{0..*}--[ IncidentlD ]
| | <>--{0..*}-- URL |
o e oo +

Figure 5: RelatedActivity Cd ass
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The aggregate classes that constitutes RelatedActivity are:

I nci dentl D
One or nore. The incident tracking nunber of a related incident.

URL
One or nore. URL. A URL to activity related to this incident.

The Rel atedActivity class has one attribute:

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.6. Additional Data d ass

The Additional Data class serves as an extension nechani sm for

i nformati on not otherwi se represented in the data nodel. For
relatively sinple information, atonmic data types (e.g., integers,
strings) are provided with a nmechanismto annotate their neaning.

The class can al so be used to extend the data nodel (and the

associ ated Schema) to support proprietary extensions by encapsul ating
entire XML docunments conform ng to anot her Schema (e.g., IDVEF). A
detail ed di scussion for extending the data nodel and the schenma can
be found in Section 5.

Unli ke XM., which is self-describing, atom c data nust be docunented
to convey its neaning. This information is described in the
"meani ng’ attribute. Since these description are outside the scope
of the specification, sonme additional coordination may be required to
ensure that a recipient of a docunent using the Additional Data

cl asses can nmake sense of the custom extensions.

T +
| Additional Data
Fom e e e e e o +
ANY
ENUM dt ype

STRI NG neani ng
STRI NG formatid

| |
| |
| |
| STRING ext-dtype

| |
| |
| ENUM restriction

Figure 6: The Additional Data C ass
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The Additional Data class has five attributes:

dt ype

Required. ENUM The data type of the el enent content. The
permtted values for this attribute are shown bel ow. The default
value is "string"

1

2.

10.

11.

12.

13.

14.

15.

16.

17.

bool ean. The el ement content is of type BOOLEAN
byte. The elenment content is of type BYTE
character. The elenent content is of type CHARACTER
date-tinme. The elenment content is of type DATETI ME
integer. The elenment content is of type | NTEGER
portlist. The elenent content is of type PORTLIST
real. The elenent content is of type REAL.

string. The elenment content is of type STRI NG

file. The elenent content is a base64 encoded binary file
encoded as a BYTE[] type.

frane. The elenment content is a |layer-2 frame encoded as a
HEXBI N t ype

packet. The elenent content is a |l ayer-3 packet encoded as a
HEXBI N t ype

i pv4- packet. The element content is an |Pv4 packet encoded
as a HEXBIN type

i pv6-packet. The elenent content is an | Pv6 packet encoded
as a HEXBI N type.

path. The elenment content is a file-system path encoded as a
STRI NG type.

url. The elenment content is of type URL.

csv. The elenment content is a comon separated val ue (CSV)
list per Section 2 of [20] encoded as a STRING type.

winreg. The elenent content is a Wndows registry key
encoded as a STRI NG type.
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18. xm. The elenent content is XM. (see Section 5).

19. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext -dtype
Optional. STRING A neans by which to extend the dtype
attribute. See Section 5.1.

nmeani ng
Optional. STRING A free-formdescription of the el enent
content.

formatid
Optional. STRING An identifier referencing the format and
semantics of the el enent content.

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.7. Contact C ass

The Contact cl ass describes contact information for organi zati ons and
personnel involved in the incident. This class allows for the naning
of the involved party, specifying contact information for them and
identifying their role in the incident.

Peopl e and organi zations are treated interchangeably as contacts; one
can be associated with the other using the recursive definition of
the class (the Contact class is aggregated into the Contact class).
The 'type’ attribute disanbiguates the type of contact information
bei ng provi ded.

The inheriting definition of Contact provides a way to relate
informati on without requiring the explicit use of identifiers in the
cl asses or duplication of data. A conplete point of contact is
derived by a particular traversal fromthe root Contact class to the
| eaf Contact class. As such, multiple points of contact night be
specified in a single instance of a Contact class. Each child
Contact class logically inherits contact information fromits

ancest ors.
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Fommmmeeiiieaaana +
| Contact

T +

| ENUMrol e | <>--{0..1}--[ Contact Name ]
| STRING ext-role |<>--{0..*}--[ Description ]
| ENUM type | <>--{0..*}--[ RegistryHandl e ]
| STRING ext-type |<>--{0..1}--[ Postal Address ]
| ENUMrestriction |<>--{0..*}--[ Enmail |
| | <>--{0..*}--[ Tel ephone ]
| | <>--{0..1}--[ Fax ]
| | <>--{0..1}--[ Tinmezone ]
| | <>--{0..*}--[ Contact ]
| | <>--{0..*}--[ Additional Data ]
T +

Figure 7: The Contact C ass
The aggregate classes that constitute the Contact class are:

Cont act Nane
Zero or one. M_STRING The nanme of the contact. The contact
may either be an organi zation or a person. The type attribute
di sanbi guates the semanti cs.

Description
Zero or many. M_STRING A free-formdescription of this
contact. In the case of a person, this is often the

organi zational title of the individual

Regi stryHandl e
Zero or many. A handle nane into the registry of the contact.

Post al Addr ess
Zero or one. The postal address of the contact.

Emai |
Zero or many. The enmil address of the contact.

Tel ephone
Zero or many. The tel ephone nunber of the contact.

Fax
Zero or one. The facsinile tel ephone nunber of the contact.

Ti mezone

Zero or one. TINMEZONE. The tinezone in which the contact resides
formatted according to Section 2.9.
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Cont act
Zero or many. A Contact instance contained w thin another Contact
i nstance inherits the values of the parent(s). This recursive
definition can be used to group common data pertaining to multiple
points of contact and is especially useful when listing multiple
contacts at the same organi zation

Addi ti onal Dat a
Zero or many. A mechani sm by which to extend the data nodel

At | east one of the aggregate classes MJST be present in an instance
of the Contact class. This is not enforced in the | ODEF schena as
there is no sinple way to acconplish it
The Contact class has five attributes:
rol e
Required. ENUM Indicates the role the contact fulfills. This
attribute is defined as an enunerated |ist:
1. creator. The entity that generate the docunent.
2. admn. An admnistrative contact for a host or network.
3. tech. A technical contact for a host or network.

4. irt. The CSIRT involved in handling the incident.

5. cc. An entity that is to be kept inforned about the handling
of the incident.

6. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext-role
Optional. STRING A neans by which to extend the role attribute.
See Section 5.1.

type
Required. ENUM Indicates the type of contact being descri bed.
This attribute is defined as an enunerated |ist:

1. person. The information for this contact references an
i ndi vi dual

2. organization. The information for this contact references an
organi zati on.
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3. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext-type
Opt i onal .

STRING A neans by which to extend the type attribute.

See Section 5.1.

restriction
Opt i onal

ENUM This attribute is defined in Section 3. 2.

3.7.1. RegistryHandle d ass

The Regi stryHandl e cl ass represents a handle into an Internet
registry or comunity-specific database. The handle is specified in
the element content and the type attribute specifies the database.

e e e e e e e e o +
| RegistryHandl e |
S +
| STRING |
I ENUM r egi stry I
| STRING ext-registry

i +

Fi gure 8: The RegistryHandl e C ass

The Regi stryHandl e class has two attributes:

reng;Lyred. ENUM The dat abase to which the handl e belongs. The
default value is 'local’. The possible values are:
1. internic. Internet Network Information Center
2. apnic. Asia Pacific Network Information Center
3. arin. Anmerican Registry for Internet Numbers
4. lacnic. Latin-American and Caribbean | P Address Registry
5. ripe. Reseaux |P Europeens

6. afrinic. African Internet Nunmbers Registry

7. |ocal

Danyliw, et al
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8. ext-value. An escape value used to extend this attribute.
See Section 5.1.
ext-registry
Optional. STRING A neans by which to extend the registry
attribute. See Section 5.1.

3.7.2. Postal Address C ass

The Post al Address cl ass specifies a postal address formatted
according to the POSTAL data type (Section 2.11).

T +
| Postal Address |
Fmm e e e e +
| POSTAL |
| |
| ENUM neani ng |
| ENUM | ang |
Fom e e e ek +

Fi gure 9: The Postal Address d ass

The Post al Address class has two attri butes:

neani ng
Optional. ENUM A free-formdescription of the elenment content.
| ang
Required. ENUM A valid | anguage code per RFC 4646 [7]
constrained by the definition of "xs:language". The

interpretation of this code is described in Section 6.

3.7.3. Email d ass

The Email class specifies an emnil address fornmatted according to
EMAI L data type (Section 2.14).

Figure 10: The Email C ass
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The Emmil class has one attribute:

nmeani ng
Optional. ENUM A free-formdescription of the el ement content.

3.7.4. Tel ephone and Fax d asses
The Tel ephone and Fax cl asses specify a voice or fax tel ephone nunber

respectively, and are formatted according to PHONE data type
(Section 2.13).

Figure 11: The Tel ephone and Fax C asses
The Tel ephone class has one attribute:
meani ng
Optional. ENUM A free-formdescription of the el enent content
(e.g., hours of coverage for a given nunber).
3.8. Time d asses
The data nodel uses five different classes to represent a tinestanp.
Their definition is identical, but each has a distinct name to convey

a difference in semantics

The el ement content of each class is a timestanp formatted accordi ng
to the DATETI ME data type (see Section 2.8).

o m e e e e e e e e e e eee s +
| {Start| End| Report| Detect}Tine |
oo e e e e e e e e e e e e +
| DATETI ME

o e e e e e e e e e e e e m o +

Figure 12: The Tinme d asses
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3.8.1. StartTine

The StartTime class represents the tine the incident began.
3.8.2. EndTine

The EndTime class represents the tinme the incident ended.
3.8.3. DetectTine

The DetectTime class represents the time the first activity of the
i nci dent was detect ed.

3.8.4. ReportTine
The ReportTime class represents the tinme the incident was reported.
This timestanp SHOULD coincide to the tinme at which the | ODEF
docunent is generat ed.

3.8.5. DateTine

The DateTinme class is a generic representation of a tinmestanp. |Its
semantics should be inferred fromthe parent class in which it is
aggr egat ed.

3.9. Method O ass
The Met hod cl ass descri bes the methodol ogy used by the intruder to
perpetrate the events of the incident. This class consists of a |ist

of references describing the attack nethod and a free form
description of the technique.

| ENUMrestriction |<>--{0..*}--[ Reference ]
| | <>--{0..*}--[ Description |
| | <>--{0..*}--[ Additional Data ]
Fi gure 13: The Method d ass
The Met hod class is conposed of three aggregate classes.
Ref er ence

Zero or many. A reference to a vulnerability, malware sanple,
advi sory, or analysis of an attack technique.
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Description
Zero or many. M_STRING A free-formtext description of the
nmet hodol ogy used by the intruder.

Addi ti onal Dat a
Zero or many. A nechani sm by which to extend the data nodel.

Ei ther an instance of the Reference or Description class MJST be
present.

The Met hod cl ass has one attri bute:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.9.1. Reference C ass
The Reference class is a reference to a vulnerability, IDS alert,

mal war e sanpl e, advisory, or attack technique. A reference consists
of a name, a URL to this reference, and an optional description.

| | <>-----n---- [ ReferenceNane ]

| | <>--{0..*}--] URL

| | <>--{0..*}--[ Description ]
Figure 14: The Reference d ass

The aggregate classes that constitute Reference:

Ref er enceNane
One. ML_STRING Nane of the reference.

URL
Zero or many. URL. A URL associated with the reference.
Description
Zero or many. M__STRING A free-formtext description of this
ref erence.

3.10. Assessnent d ass

The Assessnent cl ass describes the technical and non-techni cal
repercussions of the incident on the CSIRT s constituency.
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This class was derived fromthe | DVEF[ 17].

o e oo +
| Assessnent |
Fom e e e e e o +
| ENUM occurrence |<>--{0..*}--[ |npact ]
| ENUMrestriction |<>--{0..*}--[ Tinelnpact |
| | <>--{0..*}--[ Monetaryl npact ]
| | <>--{0..*}--[ Counter ]
| | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Additional Data ]

Fi gure 15: Assessment O ass

The aggregate classes that constitute Assessment are

| npact
Zero or many. Technical inpact of the incident on a network.
Ti el npact
Zero or many. Inpact of the activity nmeasured with respect to
tinme.

Monet ar yl npact
Zero or many. Inpact of the activity neasured with respect to
financial |oss.

Count er
Zero or nore. A counter with which to sunmarize the magni tude of
the activity.

Confi dence
Zero or one. An estimate of confidence in the assessnent.

Addi ti onal Dat a
Zero or many. A nechani sm by which to extend the data nodel

A least one instance of the possible three inpact classes (i.e.
| mpact, Tinelnpact, or Monetarylnpact) MJST be present.

The Assessnent class has two attributes:
occurrence
Optional. ENUM  Specifies whether the assessnent is describing

actual or potential outcones. The default is "actual"” and is
assuned if not specified.
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1. actual. This assessnent describes activity that has occurred.

2. potential. This assessnent describes potential activity that
m ght occur.

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.10.1. Inpact dass

The Inpact class allows for categorizing and describing the technical
i npact of the incident on the network of an organization.

This class is based on the I DVEF [17].

B S +
| I npact |
S +
M__STRI NG
ENUM | ang

ENUM conpl eti on
ENUM t ype
STRI NG ext -type

I I
I I
| _ |
| ENUM severity |
I I
I I
I I
Fi gure 16: Inpact Cd ass

The el enent content will be a free-formtextual description of the
i mpact .

The I npact class has five attributes:

| ang
Required. ENUM A valid | anguage code per RFC 4646 [7]
constrained by the definition of "xs:language". The

interpretation of this code is described in Section 6.

severity
Optional. ENUM An estinmate of the relative severity of the
activity. The pernmitted values are shown below. There is no
def aul t val ue.
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1. low Low severity

2. nedium

3. high.
conpl etion

Optional .

successf ul
default va

1. failed.

Medi um severity

H gh severity

ENUM  An indication whether the described activity was
The pernitted values are shown below. There is no

ue.

The attenpted activity was not successful

2. succeeded. The attenpted activity succeeded.

type
Requi r ed
cat egori es.

ENUM dCassifies the malicious activity into incident
The pernitted val ues are shown bel ow. The default

value is "other".

1. admin. Adnministrative privil eges were attenpted.

2. dos. A denial of service was attenpted.

3. file. An action that inpacts the integrity of a file or
dat abase was attenpted

4. info-leak. An attenpt was nmade to exfiltrate information

5. m sconfiguration. An attenpt was nade to exploit a nis-

configuration in a system

6. policy. Activity violating site's policy was attenpted.

7. recon. Reconnai ssance activity was attenpted.

8. soci al -engi neering. A social engineering attack was
att enpt ed.

9. user. User privileges were attenpted.

10. unknown. The classification of this activity is unknown.

11. ext-value. An escape value used to extend this attribute.
See Section 5.1.
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ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.

3.10.2. Tinelnpact C ass

The Ti nel npact cl ass descri bes the inpact of the incident on an
organi zation as a function of tine. It provides a way to convey down
time and recovery tine.

| |
| |
| ENUM severity |
| ENUM netric |
| STRING ext-metric |
| ENUM duration |
| STRING ext-duration |

Figure 17: Tinel npact C ass
The el enent content is a positive, floating point (REAL) nunber
specifying a unit of time. The duration and netric attributes will
imply the semantics of the elenment content.
The Ti nel npact class has five attributes:
severity
Optional. ENUM An estimate of the relative severity of the
activity. The pernmitted values are shown below. There is no
defaul t val ue.
1. low Low severity
2. nedium Medium severity
3. high. High severity
metric
Required. ENUM Defines the netric in which the tine is

expressed. The pernmitted values are shown below. There is no
default val ue.
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1. labor. Total staff-tinme to recovery fromthe activity (e.qg.
2 enpl oyees working 4 hours each would be 8 hours).

2. elapsed. El apsed time fromthe begi nning of the recovery to
its conpletion (i.e., wall-clock tine).

3. downtime. Duration of tinme for which sonme provided service(s)
was not avail abl e.

4. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext-netric
Optional. STRING A neans by which to extend the metric
attribute. See Section 5.1.

duration
Required. ENUM Defines a unit of tinme, that when conbined with
the metric attribute, fully describes a netric of inpact that wll
be conveyed in the el ement content. The pernitted val ues are
shown bel ow. The default value is "hour".
1. second. The unit of the el enent content is seconds.
2. mnute. The unit of the elenent content is mnutes.
3. hour. The unit of the elenent content is hours.
4. day. The unit of the elenent content is days.
5. nonth. The unit of the elenent content is nonths.
6. quarter. The unit of the elenment content is quarters.

7. year. The unit of the elenent content is years.

8. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext -duration
Optional. STRING A neans by which to extend the duration
attribute. See Section 5.1.
3.10.3. Mbnetaryl npact d ass
The Monet aryl npact cl ass describes the financial inpact of the

activity on an organi zation. For exanple, this inpact nmay consider
| osses due to the cost of the investigation or recovery, dim nished
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productivity of the staff, or a tarnished reputation that will affect
future opportunities.

| |
| , |
| ENUM severity |
| STRING currency

Fi gure 18: Monetaryl npact d ass

The el ement content is a positive, floating point number (REAL)
specifying a unit of currency described in the currency attribute.

The Monetaryl npact class has two attributes:

severity
Optional. ENUM An estimate of the relative severity of the
activity. The permitted values are shown below. There is no
def aul t val ue.

1. low Low severity
2. nmedium Medium severity
3. high. High severity
currency
Required. STRING Defines the currency in which the nonetary
i mpact is expressed. The pernitted values are defined in | SO
4217: 2001, Codes for the representation of currencies and funds
[14]. There is no default val ue.
3.10.4. Confidence d ass
The Confidence class represents a best estimate of the validity and
accuracy of the described inpact (see Section 3.10) of the incident
activity. This estimate can be expressed as a category or a numeric
cal cul ati on.

This class if based upon the IDMEF [17]).
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oo +
| Confidence |
o e oo +
| REAL |

|
| ENUM rating |
oo +

Fi gure 19: Confidence d ass
The el ement content expresses a nunerical assessnent in the
confidence of the data when the value of the rating attribute is
"nurmeric". Oherwi se, this elenment should be enpty.
The Confidence class has one attribute.
rating

Required. ENUM A rating of the analytical validity of the

specified Assessnment. The pernmitted val ues are shown bel ow.

There is no default val ue.

1. low Low confidence in the validity.

2. nedium Mediumconfidence in the validity.

3. high. High confidence in the validity.

4. nuneric. The elenent content contains a nunber that conveys
the confidence of the data. The semantics of this nunber
out side the scope of this specification

3.11. History Cass
The History class is a log of the significant events or actions
performed by the involved parties during the course of handling the
i nci dent.

The I evel of detail maintained in this log is left up to the
di scretion of those handling the incident.
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Fi gure 20: The History d ass
The class that constitutes History is:
H storyltem
One or many. Entry in the history log of significant events or
actions perforned by the involved parties.

The Hi story class has one attribute:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.11.1. Historyltem d ass

The Historyltemclass is an entry in the History (Section 3.11) log
that docunments a particular action or event that occurred in the
course of handling the incident. The details of the entry are a
free-formdescription, but each can be categorized with the type

attribute.

o m e e e e e e me o oo +

| Historyltem |

e e e a - +
ENUM restriction |<>---------- [ DateTine
ENUM acti on | <>--{0..1}--[ Incidentld

| ]
| [ ]
| STRING ext-action |<>--{0..1}--[ Contact ]
| | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ Additional Data ]

Figure 21: Historyltem O ass
The aggregate classes that constitute Historyltem are:

Dat eTi e
One. Timestanp of this entry in the history log (e.g., when the
action described in the Description was taken).

IncidentlD
Zero or One. In a history log created by multiple parties, the
I ncidentl D provides a nechanismto specify which CSIRT created a
particular entry and references this organi zation’s incident
tracki ng nunber. When a single organization is maintaining the
log, this class can be ignored.
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Cont act
Zero or One. Provides contact information for the person that
performed the action docunented in this class.

Description
Zero or many. M._STRING A free-formtextual description of the
action or event.

Addi ti onal Dat a
Zero or many. A nechani sm by which to extend the data nodel

The Hi storyltemclass has three attributes:

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

action
Required. ENUM dassifies a perfornmed action or occurrence
docunented in this history log entry. As activity will likely

have been instigated either through a previously conveyed
expectation or internal investigation, this attribute is identica
to the category attribute of the Expectation class. The
difference is only one of tense. Wen an action is in this class,
it has been conpleted. See Section 3.13.

ext-action
Optional. STRING A neans by which to extend the action
attribute. See Section 5.1.

3.12. EventData C ass

The EventData cl ass describes a particular event of the incident for
a given set of hosts or networks. This description includes the
systenms from which the activity originated and those targeted, an
assessnent of the techni ques used by the intruder, the inpact of the
activity on the organi zation, and any forensic evidence di scovered.
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oo +
| EventData |

o e oo +

| ENUMrestriction |<>--{0..*}--[ Description ]
| | <>--{0..1}--[ DetectTine ]
| | <>--{0..1}--[ StartTine ]
| | <>--{0..1}--[ EndTine ]
| | <>--{0..*}--[ Contact |
| | <>--{0..1}--[ Assessnent ]
| | <>--{0..*}--[ Method |
| | <>--{0..*}--[ Flow |
| | <>--{0..*}--[ Expectation ]
| | <>--{0..1}--[ Record ]
| | <>--{0..*}--[ EventData ]
| | <>--{0..*}--[ Additional Data ]
e +

Fi gure 22: The EventData d ass
The aggregate classes that constitute EventData are:

Description
Zero or nore. M_STRING A free-formtextual description of the
event.

Detect Ti me
Zero or one. The tine the event was detected.

StartTi me
Zero or one. The tine the event started.

EndTi ne
Zero or one. The tine the event ended.

Cont act
Zero or nore. Contact information for the parties involved in the
event.

Assessnent
Zero or one. The inpact of the event on the target and the
actions taken.

Met hod
Zero or nore. The technique used by the intruder in the event.
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FIl ow
Zero or nore. A description of the systenms or networks invol ved.

Expect ati on
Zero or nore. The expected action to be perfornmed by the
reci pient for the described event.

Record
Zero or one. Supportive data (e.g., log files) that provides
addi tional information about the event.

Event Dat a
Zero or nore. EventData instances contained within another
EventData i nstance inherit the values of the parent(s); this
recursive definition can be used to group conmon data pertaining
to nultiple events. Wien EventData el enents are defined
recursively, only the leaf instances (those EventData instances
not containing other EventData instances) represent actual events.

Addi ti onal Dat a
Zero or nore. An extension mechanismfor data not explicitly
represented in the data nodel

At | east one of the aggregate classes MJST be present in an instance
of the EventData class. This is not enforced in the | ODEF schema as
there is no sinple way to acconplish it

The EventData class has one attri bute:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.12.1. Relating the Incident and EventData C asses

There is substantial overlap in the Incident and EventData cl asses.
Nevert hel ess, the semantics of these classes are quite different.
The Incident class provides summary infornmation about the entire

i ncident, while the EventData class provides information about the

i ndi vi dual events conprising the incident. In the nost comon case,
the EventData class will provide nore specific information for the
general description provided in the Incident class. However, it may
al so be possible that the overall summarized information about the

i ncident conflicts with some individual information in an EventData
cl ass when there is a substantial conposition of various events in
the incident. |In such a case, the interpretation of the nore
specific EventData MJUST supersede the nore generic information

provi ded in IncidentDat a.
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3.12.2. Cardinality of EventData

The EventData class can be thought of as a container for the
properties of an event in an incident. These properties include: the
hosts involved, inpact of the incident activity on the hosts,
forensic logs, etc. Wth an instance of the EventData cl ass, hosts
(i.e., Systemclass) are grouped around these comon properties.

The recursive definition (or instance property inheritance) of the
EventData class (the EventData class is aggregated into the EventData
class) provides a way to related information without requiring the
explicit use of unique attribute identifiers in the classes or
duplicating information. |Instead, the relative depth (nesting) of a
class is used to group (relate) information.

For exanple, an EventData class m ght be used to describe two

machi nes involved in an incident. This description can be achieved
using multiple instances of the Flow class. It happens that there is
a conmon technical contact (i.e., Contact class) for these two

machi nes, but the inpact (i.e., Assessnent class) on themis
different. A depiction of the representation for this situation can
be found in Figure 23.

Fom e e e oo oo +

| EventData |

o e a oo +

| | <>----[ Contact ]

| |

| | <>----[ EventData ]<>----[ Flow ]

| | [ ]<>----[ Assessnent ]
| |

| | <>----[ EventData ]<>----[ Flow ]

| | [ ]<>----[ Assessnent ]
e +

Figure 23: Recursion in the EventData d ass
3.13. Expectation C ass
The Expectation class conveys to the recipient of the | ODEF docunent
the actions the sender is requesting. The scope of the requested

action is linmted to purview of the EventData class in which this
class is aggregated.

Danyliw, et al. St andards Track [ Page 37]



RFC 5070 | ODEF Decenber 2007

oo +
| Expectation |
e +
| ENUMrestriction |<>-{0..*}--[ Description ]
| ENUM severity | <>--{0..1}--[ StartTinme ]
| ENUM action | <>--{0..1}--[ EndTine ]
| STRING ext-action |<>--{0..1}--[ Contact |
e +

Fi gure 24: The Expectation C ass
The aggregate classes that constitute Expectation are:

Descri ption
Zero or many. M_STRING A free-formdescription of the desired
action(s).

StartTinme
Zero or one. The tinme at which the action should be perfornmed. A
timestanp that is earlier than the ReportTinme specified in the
I nci dent cl ass denotes that the expectation should be fulfilled as
soon as possible. The absence of this el ement |eaves the
execution of the expectation to the discretion of the recipient.

EndTi me
Zero or one. The tinme by which the action should be conpl et ed.
If the action is not carried out by this time, it should no | onger
be perforned.

Cont act
Zero or one. The expected actor for the action

The Expectations class has four attributes:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

severity
Optional. ENUM Indicates the desired priority of the action
This attribute is an enunerated list with no default value, and
the semantics of these relative neasures are context dependent.
1. low Lowpriority
2. nmedium Mediumpriority

3. high. Highpriority
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action
Optional. ENUM Cassifies the type of action requested. This
attribute is an enunerated list with no default val ue.

1. nothing. No action is requested. Do nothing with the
i nformation.

2. contact-source-site. Contact the site(s) identified as the
source of the activity.

3. contact-target-site. Contact the site(s) identified as the
target of the activity.

4, contact-sender. Contact the originator of the docunent.
5. i nvestigate. Investigate the systens(s) listed in the event.
6. bl ock-host. Block traffic fromthe nmachine(s) listed as

sources the event.

7. bl ock-network. Block traffic fromthe network(s) lists as
sources in the event.

8. bl ock-port. Block the port |isted as sources in the event.

9. rate-limt-host. Rate-linmt the traffic fromthe machine(s)
listed as sources in the event.

10. rate-limt-network. Rate-limt the traffic fromthe
network(s) lists as sources in the event.

11. rate-limt-port. Rate-limt the port(s) listed as sources in
t he event.

12. renediate-other. Renediate the activity in a way other than
by rate liniting or bl ocking.

13. status-triage. Conveys receipts and the triaging of an
i nci dent .

14. status-newinfo. Conveys that new informati on was received
for this incident.

15. other. Perform sone custom action described in the
Description cl ass.

16. ext-value. An escape value used to extend this attribute.
See Section 5.1.
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ext-action
Optional. STRING A neans by which to extend the action
attribute. See Section 5.1.
3.14. Flow d ass

The Flow class groups related the source and target hosts.

oo +
| Flow |
Fom e e e e e o +
| | <>--{1..*}--[ System ]
S +

Fi gure 25: The Flow d ass
The aggregate class that constitutes Flow is:

System
One or More. A host or network involved in an event.

The Fl ow System class has no attri butes.
3.15. System d ass

The System cl ass describes a systemor network involved in an event.
The systens or networks represented by this class are categorized
according to the role they played in the incident through the
category attribute. The value of this category attribute dictates
the senmantics of the aggregated classes in the Systemclass. |f the
category attribute has a value of "source", then the aggregated

cl asses denote the machine and service fromwhich the activity is
originating. Wth a category attribute value of "target" or
"intermediary", then the nmachine or service is the one targeted in
the activity. A value of "sensor"” dictates that this System was part
of an instrunmentation to nonitor the network.
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T +

| System |

Fmm e e e e +

| ENUM restriction | <>---------- [ Node ]
| ENUM cat egory | <>--{0..*}--[ Service ]
| STRING ext-category | <>--{0..*}--[ OperatingSystem]
| STRING i nterface | <>--{0..*}--[ Counter |
| ENUM spoof ed | <>--{0..*}--[ Description ]
| [ <>--{0..*}--[ Additional Data ]
o e e e e e e e ea oo +

Fi gure 26: The System C ass
The aggregate classes that constitute System are:

Node
One. A host or network involved in the incident.

Servi ce
Zero or nore. A network service running on the system

Oper ati ngSyst em
Zero or one. The operating systemrunning on the system

Count er
Zero or nore. A counter with which to sunmarize properties of
this host or network.

Descri ption
Zero or nore. M._STRING A free-formtext description of the
System

Addi ti onal Dat a
Zero or many. A nechani sm by which to extend the data nodel

The System class has five attri butes:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

cat egory
Required. ENUM Cdassifies the role the host or network played
in the incident. The possible values are:
1. source. The Systemwas the source of the event.

2. target. The Systemwas the target of the event.
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3. internediate. The Systemwas an internediary in the event.
4. sensor. The Systemwas a sensor nonitoring the event.

5. infrastructure. The Systemwas an infrastructure node of
| ODEF docunent exchange

6. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext - cat egory
Optional. STRING A neans by which to extend the category
attribute. See Section 5.1.

interface
Optional. STRING Specifies the interface on which the event(s)
on this Systemoriginated. |If the Node class specifies a network

rather than a host, this attribute has no neaning.

spoof ed
Optional. ENUM  An indication of confidence in whether this
Systemwas the true target or attacking host. The pernitted
values for this attribute are shown below. The default value is
"unknown" .

1. unknown. The accuracy of the category attribute value is
unknown.

2. yes. The category attribute value is probably incorrect. In
the case of a source, the Systemis likely a decoy; with a
target, the Systemwas likely not the intended victim
3. no. The category attribute value is believed to be correct.
3.16. Node C ass

The Node cl ass nanes a system (e.g., PC, router) or network.

This class was derived fromthe |DVEF [17].
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R +
| Node |
S +
| | <>--{0..*}--[ NodeNane ]
| | <>--{0..*}--[ Address ]
| | <>--{0..1}--[ Location ]
| | <>--{0..1}--[ DateTime ]
| | <>--{0..*}--[ NodeRol e ]
| | <>--{0..*}--[ Counter ]
T +

Fi gure 27: The Node d ass
The aggregate classes that constitute Node are:

NodeName
Zero or nore. M__STRING The nane of the Node (e.g., fully
qualified domain nane). This information MJST be provided if no
Address information is given

Addr ess
Zero or nore. The hardware, network, or application address of
the Node. |[If a NodeName is not provided, at |east one Address
MUST be specified.

Locati on
Zero or one. M_STRING A free-fromdescription of the physica
| ocation of the equipmnent.

Dat eTi e
Zero or one. A tinmestanp of when the resol ution between the nane
and address was perforned. This information SHOULD be provided if
both an Address and NodeNane are specifi ed.

NodeRol e
Zero or nore. The intended purpose of the Node.

Count er
Zero or nore. A counter with which to sunmarizes properties of
this host or network.
3.16.1. Counter d ass
The Counter class summarize multiple occurrences of sone event, or

conveys counts or rates on various features (e.g., packets, sessions,
events).
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The value of the counter is the elenent content with its units
represented in the type attribute. A rate for a given feature can be
expressed by setting the duration attribute. The conplete semantics
are entirely context dependent based on the class in which the
Counter is aggregated.

- +
| Counter |
T Ty +
REAL
ENUM t ype

STRI NG neani ng
ENUM dur ati on
STRI NG ext -dur ati on

| |
| |
| STRING ext-type |
| |
| |
| |
Fi gure 28: The Counter d ass

The Counter class has three attribute:

type
Required. ENUM Specifies the units of the elenment content.

1. byte. Count of bytes.

2. packet. Count of packets.

3. flow Count of flow (e.g., NetFlow records).
4. session. Count of sessions.
5. alert. Count of notifications generated by another system

(e.g., IDS or SIM.
6. message. Count of nessages (e.g., nmmil nessages).
7. event. Count of events.
8. host. Count of hosts.
9. site. Count of site.

10. organization. Count of organizations.
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11. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.

duration
Optional. ENUM |If present, the Counter class represents a rate
rather than a count over the entire event. |In that case, this

attribute specifies the denom nator of the rate (where the type
attribute specified the nonmnator). The possible values of this
attribute are defined in Section 3.10.2
ext-duration
Optional. STRING A neans by which to extend the duration
attribute. See Section 5.1.
3.16.2. Address d ass

The Address class represents a hardware (layer-2), network (layer-3),
or application (layer-7) address.

This class was derived fromthe | DVEF [17].

| ENUM cat egory |
| STRI NG ext-category

| STRING vl an- nane

| I NTEGER vl an- num |

Fi gure 29: The Address d ass
The Address class has four attributes:
cat egory
Required. ENUM The type of address represented. The permitted
values for this attribute are shown below. The default value is
"i pv4-addr".
1. asn. Autononous System Nunber

2. atm Asynchronous Transfer Mdde (ATM address
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3. e-mail. Electronic nmail address (RFC 822)

4. i pv4-addr. |1Pv4 host address in dotted-decimal notation
(a.b.c.d)

5. i pv4-net. |Pv4d network address in dotted-decimal notation

slash, significant bits (a.b.c.d/nn)

6. i pv4-net-mask. |Pv4 network address in dotted-decina
notation, slash, network mask in dotted-deci nal notation
(a.b.c.d/w x.y.2z)

7. i pv6-addr. |Pv6 host address
8. i pv6-net. | Pv6 network address, slash, significant bits
9. i pv6-net-mask. |Pv6 network address, slash, network mask

10. nmac. Media Access Control (MAC) address

11. ext-value. An escape value used to extend this attribute.
See Section 5.1.

ext - cat egory
Optional. STRING A neans by which to extend the category
attribute. See Section 5.1.

vl an- name
Optional. STRING The name of the Virtual LAN to which the
addr ess bel ongs.
vl an- num
Optional. STRING The nunber of the Virtual LAN to which the
addr ess bel ongs.
3.16.3.